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Response to Amendment 

This office action is responsive to Applicants amendment received on January 5, 
2006. Independent claim 11 has been amended. Claims 1-14 are pending. 

Response to Arguments 

Applicant's arguments filed January 5, 2006 have been fully considered but they 
are not persuasive. 

Applicant argues that Nelson teaches that, "... the process of newly generated 
key pairs is priodically repeated as designed. Alternatively, the transition to the newly 
assigned pair may be time-dependent. In that case, a client that fails to switch over to 
the new key pair would be required to re-authenticate to gain access to the network" 
(Remarks, Page 6). 

Examiner responds that Nelson only adds a limitation to what the instant 
application is claiming. According to Nelson, "once the new keys have been transmitted 
to all associated clients transmits with the latest generated transmit key, the access 
point switches over to its newly assigned transmit key"; therefore, should this switching 
over to the newly assigned transmit key take place as it is expected to, no re- 
authentication is necessary to gain access to the network. In another word, Nelson's 
disclosure enforces generating at least one new key after a selectable period of time in 
order to take advantage of key-based sessions, without requiring to re-authenticate the 
client for gaining access to the network (Par. 0014 and 0023). 
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Allowable Subject Matter 

Upon further consideration, the indicated allowability of claim 9 is withdrawn in 
view of the newly discovered features of the existing reference(s), namely Nelson et al., 
(U.S. Publication No. 2003/0095663). 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21 (2) 
of such treaty in the English language. 

Claims 1-4, and 9-14 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Nelson et al., (U.S. Publication No. 2003/0095663 and Nelson hereinafter). 

Regarding claims 1 and 13, Nelson discloses a method to improve security in a 
wireless network, the method comprising: 

determining a time period, the time period indicating when at least one new key 
is to be generated (Page 3, Par. 0023); 

loading a number of keys in a controller (i.e., client transmit key and client 
receive key), the number set so that a device connected to the wireless network can 
miss being re-authenticated for a predetermined number of the time periods and still 
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communicate in a secure manner on the wireless network, and communicating the keys 
from the controller to the device (Page 3, Par. 0022). 

Regarding claim 2, Nelson discloses wherein the time period further indicates 
when devices communicating with the wireless network are to be re-authenticated 
(Page 2, Par. 0014). 

Regarding claims 3 and 1 1 , Nelson discloses a method to improve security in a 
wireless network, the method comprising: loading a time period, the time period 
indicating when at least one new key is to be generated (Page 3, Par. 0023); 

loadinlg a plurality of keys, selecting one of the keys as a local transmit key and 
selecting the other keys as receive keys (i.e., in Fig. 3, each key is marked, one as a 
client receive key and the other as a client transmit key), performing the following steps 
every time period: (i) generating at least one new key, (ii) using the at leat one new key 
to replace, for each of the at least one keys, one key of the plurality of keys, the at least 
one new key and any keys not replaced comprising a new plurality of keys, and (iii) 
selecting a key of the new plurality of keys as a local transmit key, the local transmit key 
for a current time period selected to be different than the local transmit key for an 
immediately proceeding time period (i.e., exchanging the existing key pair with a newly 
generated pair, either after a certain number of frames have been processed by the 
access point or after a selectable period of time)(Page 3, Par. 0021-0023). 
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Regarding claim 9, Nelson discloses wherein the method further comprises the 
steps of: 

determining, even/ time period, at least one new key, and replacing one of the 
keys with at least one new key when the plurality of keys reaches a predetermined 
number of keys, else adding the at least one new key to the plurality of keys (i.e., in the 
event a plurality of such keys are already registered, the least recenetly used or oldest 
pair is over-written)(Page 3, Par. 0023). 

Regarding claims 4 and 10, Nelson discloses wherein the method further 
comprises the step of selecting one of the keys as a local transmit key, and the step of 
communicating the keys to a device further comprises the step of communicating to the 
device that a particular key of the keys is to be a transmit key for the device, wherein 
the particular key is selected to be different from the local transmit key (Page 3, Par. 
0022). 

Regarding claim 12, Nelson discloses a method to improve security in a wireless 
network, the method comprising: 

a memory that stores computer-readable code, and a processor operatively 
coupled to the memory, said processor configured to implement the computer-readable 
code (Pages 2-3, Par. 0019-0020), said computer-readable code configured to: 

determining a time period, the time period indicating when at least one new key 
is to be generated (Page 3, Par. 0023); 
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loading a number of keys in a controller (i.e., client transmit key and client 
receive key), the number set so that a device connected to the wireless network can 
miss being re-authenticated for a predetermined number of the time periods and still 
communicate in a secure manner on the wireless network, and communicating the keys 
from the controller to the device (Page 3, Par. 0022). 

Regarding claim 14, Nelson discloses a method performed on a device 
communicating with a wireless network, the method comprising: 

loading a number of keys in the device, the number set so that the device can 
miss being re-authenticated for a predetermined number of time periods and still 
communicate on the wireless network, using at least one key of the keys as a tansmit 
key, and using at least one key of the keys as receive keys (Page 3, Par. 0022-0023). 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 5-8 are rejected under 35 U.S.C. 103(a) as being unpatentable over 

Nelson et al., (U.S. Publication No. 2003/0095663 and Nelson hereinafter), in view of 

Sowa et al„ (U.S. Publication No. 2002/0154781 and Sowa hereinafter). 
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Teachings of Nelson with regard to limitations of claim 1 have been discussed 
previously. 

Regarding claim 5, Nelson does not expressly disclose wherein the controller is 
operating in a mixed mode and a number of keys are loaded. 

However, Sowa discloses wherein the controller is operating in a mixed mode, 
the step of loading a plurality of keys comprises the steps of: 

loading a fixed key, and loading at least one additional key, wherein the number 
of keys comprises the fixed key and the at least one additional key (Page 2, Par. 0026- 
0031); and 

the step of selectinlg one of the keys as a local transmit key comprises the step 
of selecting the fixed key as the local transmit key (i.e., DCK, Derived Cipher Key.The 
DCK is used for inbound traffic encryption and also for the outbound individually 
addressed traffic to the MS for the duration of any session)(Pages 3-4, Par. 0041-0053). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify the teachings of Nelson with the teachings of 
Sowa because it would allow to include selectinlg one of the keys as a local transmit 
key comprises the step of selecting the fixed key as the local transmit key as disclosed 
by Sowa. This modification would have been obvious because one of ordinary skill in 
the art would have been motivated by the suggestion of Sowa to share one piece of 
information between the users, which permits only those users knowing it to properly 
decrypt the message (Sowa, Page 1 , Par. 0002). 



Application/Control Number: 10/077,531 



Art Unit: 2131 



Page 8 



Regarding claim 6, Nelson dislcoses wherein the at least one additional key is 
one key and the predetermined number of time periods is one (Page 3, Par. 0022- 
0023). 

Regarding claim 7, Nelson discloses a client receive key and a client transmit key 
(Page 3, Par. 0022). 

Nelson does not expressly disclose wherein the controller is operating in a 
standard mode and communicating the at least the three keys to the device. 

However, Sowa discloses wherein: the controller is operating in a standard 
mode, and the step of loading a number of keys comprises loading at least three keys, 
the method farther comprises the steps of: selecting one of the keys as a local transmit 
key, and selecting the other keys as local receive keys (i.e., as keys are passed 
between devices that require different encryption keys, one device receives a message, 
decrypts it with one key, and re-encrypts the result with another key for the next 
device)(Page 2, Par. 0086-0090); and 

the step of communicating the keys comprises communicating the at least the 
three keys to the device (Pages 3-4, Par. 0041-0053). 

Therefore, it would have been obvious to a person of ordinary skill in the art at the 
time of applicant's invention to modify the teachings of Nelson with the teachings of 
Sowa because it would allow to include communicating the at least the three keys to the 
device as disclosed by Sowa. This modification would have been obvious because one 
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of ordinary skill in the art would have been motivated by the suggestion of Sowa to to 
provide secure transfer of key material among the system devices (Sowa, Page 1 , Par. 
0023). 

Regarding claim 8, Nelson discloses wherein the at least three keys are three 
keys and wherein the predetermine nnmber of the time periods is one (Page 3, Par. 
0022-0023). 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Arezoo Sherkat whose telephone number is (571) 272- 
3796. The examiner can normally be reached on 8:00-4:30 Monday-Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (571) 272-3795. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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